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BACKGROUND

Background

In January 2020, the UK Home Office
began a transformational UK Cyber
Resilience Centre Programme in rapid
response to an exponential rise in
international cybercrime and risk to UK
societal resilience, business trade and
supply chain. Now, 15 months into the
delivery of that programme, the depth of
that engagement has led to sufficient
comfort and confidence by UK
Government Cyber Security Services
(NCSC) for the introduction of a formal
Memorandum of Understanding with the
Cyber Resilience Centres directly. The
programme ensures that the latest threat
intelligence and expert cyber knowledge
from these national entities is applied at a
focus point where vulnerable businesses
need it most. The CRC model drives
engagement with smaller and/or
vulnerable organisations that believe they
have no need or are afraid to engage cyber
resilience support and supports a nations
cyber resilience by positively and
effectively impacting supply chain
resilience.

The programme is delivered through
several Police led, not for profit, regional
Cyber Resilience Centres (CRCs) and a
national cyber talent pipeline developed in
association with leading academic
institutions. The cyber talent pipeline
takes students from leading universities
and augments their development with
recognised industry training and
qualifications ensuring they are also ready
for deployment into Policing, Defence,
Critical National Infrastructure (CNI) and
the private sector at the end of their
academic journeys. This development has

been recognised as a critical factor for
economic recovery and societal resilience
in protecting rapid post pandemic national
business growth and in the development
of national work-ready cyber capability.

International law enforcement and the
World Economic Forum have expressed
interest in this transformational UK Cyber
Resilience Centre Programme, which,
despite the escalation and duress of
pandemic and lockdown has been
delivered ahead of schedule. The
Programme continues to grow in scope as
additional UK Government stakeholders
seek to bind their own strategic
development goals to the programme
deliverables. As economic recovery now
emerges as a Government critical mission,
notable support through this model for the
protection and resilience of start-up, spin
out and high growth IP and trade secrets is
gaining notable attention internationally.

The UK CRC Programme has secured high
profile interest for its immediate success
and long-term sustainable approach to
improved country cyber resilience,
supporting economic growth, through
implementation of an innovative,
entrepreneurial led model. Delivery has
been managed efficiently and cost
effectively through remote working.
Acknowledged by the Home Secretary in
her speech to CyberUK Conference 2021,
this model has potential to export globally
and profile the UK as the leading innovator
and global leader in solving the supply
chain engagement in cyber resilience
challenge swiftly, at a pace akin to the
rapidly evolving cyber threat.



THREAT LANDSCAPE

The International Threat
Landscape

INTERPOL published an initial COVID-19 cyber threat report in
April 2020 and launched their Purple Notices strategy to alert
countries of high-risk cyber threats, provide technical
guidance for victim recovery and survey to understand cyber
threat developments. Ongoing collaboration by the INTERPOL
Cybercrime Experts Group with international key
stakeholders, such as the United States Homeland Security
investigations (HIS) joint statement on vaccine related
cybercrime in March 2021 has allowed the UK Cyber
Resilience Centre Programme to adopt and interpret this
latest cyber threat intelligence into cyber resilience services
for UK business.

INTERPOL has addressed a strategic two strand approach to
countering cyber enabled crime and cybercrime for Small to
Medium Size Enterprises (SME) and supply chain, stating that
this requires essential collaboration with the private sector.
Both law enforcement and private sectors are challenged
globally to fulfil demands of cyber skills required. The
INTERPOL New Year address (published in Dec 2020)
highlighted the profound global disruption to law
enforcement that the pandemic has created. With a
substantial pre-pandemic cyber skills shortage, the risk
remains extremely high, especially where the perception is
that cybercrime remains a problem only for larger and
international business.

Third sector organisations such as medical charities and
international aid foundations require access to affordable
cyber resilience services to support their critical supply chain
and logistics operations. The CRC programme engages directly
with SMEs including self-employed and third sector
organisations to support resilience and reduce risk for these
organisations that are critical to a nation’s wider economic
recovery. The Cyber Resilience Centre Programme has proven
to fully support that recovery. The release of HM
Government's Integrated Review of Security Defence,
Development and Foreign Policy, March 2021, further
demonstrates the need and impact of this highly transferrable
model in support of international trade and security
developments, with particular attention to Indo-Pacific.



The UK’s response and how success has
been achieved in the UK

The framework that the UK CRC
Programme has used is transformative, yet
highly adaptive to ensure it can adopt and
implement the national country
requirements. The programme governance
structure also benefits from engagement
and funding from global brands as well as
strategic regional organisations. It has
proven attractive to highly innovative,
entrepreneurial companies and welcomed
by global technology companies.

The framework was a development
following a 9-year success programme,
followed by an initial trial of two Centres
in England, (one City and one regional)
then rolled into the first full network of
regional Centres across England and Wales
through extensive European procurement
from January 2020. Acclaimed for its
success in the Scottish Parliament, the
architect of the model has since won a
European SC Security award for the
success in this field. Comprising of country
specific scoping, implementation and
support framework, its robust and proven
mechanisms embed a sustainable model
for improved and responsive cyber

resilience in SMEs and supply chain. With a
convergence approach, it also has
inclusivity, ethics and governance
established as key tenets.

The CRC model, designed by Founder of
Business Resilience International
Management (BRIM) has led an escalated
implementation programme in the UK on
behalf of the Home Office and National
Police Chiefs Council (NPCC). Early
reporting within 15 months, saw
significant uptake of engagement by SMEs
with 65% from micros, a traditionally hard
to reach segment of the market.

Strategically informed and tracked
engagement enables threat intelligence to
drive educational and preventative
guidance at speed, improving resilience
across the right organisations at the right
time. A recent example of this has been in
the UK educational sector.

The model has exceptional potential to
swiftly support Overseas Territories and
Crown Dependencies. It is efficient, smart,
agile, and responsive.



ADOPTED MODEL

The business and security
imperatives model adopted

The CRC model addresses business and security imperatives:

» Takes national and international threat intelligence, and
interprets and implements these for SMEs, vulnerable
organisations and third sector charities through affordable
baseline cyber resilience solutions

» Building societal resilience to withstand unexpected cyber threats and risks, including future
environmental and global health emergencies.

» Cyber resilience solutions delivered by a nation’s own developing cyber and academic resources,
using tight and transparent service governance, a controlled and protected central service
platform and internationally recognised skills and knowledge.

» Cyber resilience education and protection embedded for start-up, spin out and high growth IP
and trade secrets, critical to economic recovery.

» Rapid dissemination of guidance and support to counter emerging national and international
cyber threat intelligence and to provide the nation’s security services with a live picture of the
security and risk stance of SMEs, vulnerable organisations and third sector.

» Focus for implementation of national technical visions and emerging strategies, including
affordable technical solutions and technical innovations.

» Development support services for regional, state, and national infrastructure projects.

» Engagement and education for hard-to-reach market segments.

» Support to improve resilience of regional and national law enforcement, CNI and supply chain.

> Workplace ready talent pipeline escalation for law enforcement, CNI and business cyber skills.

» Robust and structured engagement with law enforcement, public and private sectors at strategic
level, tailored by region, for reporting of regional cybercrime.

» Trusted route to cyber support and provision in an unregulated market.

» Service delivery platform based on skills and knowledge, secure accredited tooling, and service
governance.



How the model impacts cyber resilience
and skills development

A Cyber Resilience Centre model provides
relevant regional resources and protection
for business operations and IP, supply
chain and third sector organisations and
ultimately all business communities in the
digital era. It creates and implements
proven solutions using trusted and best
information from law enforcement and
Government.

There is growing international interest in
the success of this model.

"Intelligence sharing between
stakeholders is a defining feature of
the cyber security community and one
of its most important shared
challenges."”

- World Economic Forum October 2020

Economies and communities rely on resilient
commercial and third sector organisations. In
a digital era, the combined threat to

operations and service delivery from cyber
attack, social engineering and digital fraud
means that at national and regional level,
law enforcement agencies, Government,
academia, private and third sectors have
had to find new ways of working together.
COVID-19 and lockdown impacted
cybercrime has escalated this demand.

The priorities of the Cyber Resilience
Centre model include reducing risk,
building effective cross-sectoral capability,
applying new resiliency measures at pace
in an affordable way as well as developing
a high calibre talent pipeline. The BRIM
Cyber Resilience Centre model addresses
all these factors.

"Learnings and insights from these
case studies will help inform law
enforcement and the private sector
around the world. We look forward to
learning from BRIM’s work and the
network of Cyber Resilience Centres."

- World Economic Forum October 2020



Indicators of success in the UK 2020-2021

BRIM is one of the fastest growing and
most highly respected cyber resilience
engagement specialists companies
operating from the UK. With a global
network across law enforcement,
academia, and the private sector, this has
resulted in a contract extension and an
expansion from UK law enforcement. The
expansion and visibility of the contract has
drawn requests from law enforcement in
the United States, Bermuda, INTERPOL and
one of the largest UK business
management consultancies.

UK work to date has seen a significant
multimillion pound investment by the UK
Government. The programme has been
delivered ahead of schedule and in an
expanded capacity in light of its positive
impact evidenced to date throughout
COVID-19 and lockdown impacted
cybercrime rates. A unigue Memorandum
of Understanding (MoU) was agreed
between NCSC and the client network
supported by the data-informed
engagement success with hard-to-reach
SMEs embedded as part of delivery.

The UK project is now developing plans for
Phase 4, Sustainability. This stage is
focussed on the creation of a National
company which will centralise support for
the entire network of Regional Centres and
is a significant piece of work in its own
right, for the UK.

Stakeholder engagement has been a key
tenet in the delivery of the Cyber
Resilience Centre programme, including
Home Office, NCSC and NPCC. BRIM core
consultants have also been asked to
support wider stakeholder engagement,
through related consultation with the UK
Department for Culture, Media and Sport
(DCMS) with regard to impact and
collaboration across other strategic
projects with Home Office and NCSC. This
includes developing a national educational
and communication framework, and a
support service for the national civil
aviation industry aligned with the UK
Aviation Regulator.



CONCLUSIONS

Conclusions

Focus on protecting and improving cyber
resilience in the entire national supply
chain to support post COVID-19 pandemic
recovery, societal resilience and support
business growth through increased IP and
operational protection.

Takes national and international threat
intelligence, and interprets and
implements these for SMEs, vulnerable
organisations and third sector charities
through affordable baseline cyber
resilience solutions.

Cyber resilience solutions delivered by a
nation’s own developing cyber and
academic resources, using tight and
transparent service governance, a
controlled and protected central service
platform and internationally recognised
skills and knowledge.

Rapid dissemination of guidance and
support to counter emerging national and
international cyber threat intelligence and
to provide the nation’s security services
with a complete and live picture of
cybercrime and the security stance of
SMEs, vulnerable organisations and third
sector.

The CRC model solves the engagement
challenge of smaller and/or vulnerable
organisations that believe they have no
need or are afraid to engage cyber
resilience support but who need help to
manage cyber risk to their own
businesses.

10.

11.

The CRC model provides effective
solutions for SMEs to choose and engage
suppliers with knowledge, confidence and
trust, solving problems short term and
building legacy trust in quality provision
by this emerging unregulated sector for
the future.

The internationally recognised skills and
knowledge delivered through the
programme ensure a high quality,
escalated workplace ready talent pipeline
to accelerate talent supply into law
enforcement, defence and CNI as well as
the private sector.

Investment and support from large
entrepreneurial and tech focused
companies who want to be associated
with economic recovery programmes and
national academic and talent
development.

Programme implementation has proven
resilient throughout pandemic and can be
deployed remotely.

This innovative transformational model is
adaptive to be designed and implemented
to align with in country key stakeholders,
threat intelligence imperatives,
technology and development strategies
and key academic and skills development
initiatives.

It is tried, tested, and trusted by UK
Government. Early-stage progress is being
monitored for additional impact
specifically with supply chain to CNI.
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BRIM — There’s more to us

BRIM works in collaboration with the following agencies and is recognised and supported by
UK Law Enforcement at national level:

e UK Government

e Home Office

e NCSC, Part of GCHQ
e NPCC

e Scottish Government
e Police Scotland

We provide you with:

e Best practice organisational models.

e Professional consultancy, highly experienced in the Cyber Resilience Centre model.

e Professional consultancy, highly experienced in the development of Talent Pipeline.

e Technical cyber resilience expertise, boasting former GCHQ and CNI consultants.

e Forensic style data informed engagement analysis.

e Highly skilled commercial leadership development skills.

e Aglobal network of CISO, Law Enforcement, Ministerial, Government and strategic
Commercial stakeholders in Cyber Resilience.

www.brimcentre.com

@BRIMCentres
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